HNudopmanuonnas naMaTKa A 00y4aromuxcs IS pa3Melienns Ha opunnanbHbix UHTEpHET-
pecypcax
C KaXXAbIM I'OJJ0OM MOJIOACKHU B MHTCPHETC CTAHOBUTLCH 6OJILIHC, a IIKOJIbHUKHNW OJHU M3 CaMbIX
aKTUBHBIX IIOJb30Bareneil Pynera. Mexay TeM, IIOMHUMO OIPOMHOIO KOJIMYECTBA BO3MOXKHOCTEM,

MHTEpPHET HeCceT U MpobieMbl. JTa mamsTKa J0KHA TOMOYb Tebe 0e301acHO HaXOAUThCS B CETH.

Komnvromepuuie supycoi

KommbioTepHslif BUpYC — 3TO Pa3sHOBUIHOCTh KOMITBIOTEPHBIX IPOTrpPaMM, OTIHMYUTENBHON
0COOEHHOCTBIO KOTOPOHM SBISETCA CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B J0omoiHEHHEe K 3TOMY, BUPYCHI
MOTYT MOBPEAUTH WIJIN MOJHOCTbIO YHUUTOXXHUTD BCe (DaiiiIbl M JaHHBIE, TOJAKOHTPOJIbHBIE MOJIb30BATENIO,
OT MMEHU KOTOpOoro ObUIa 3amylleHa 3apakEHHas NOporpaMMa, a TakKe IOBPEeIUTh WM Jake
YHUUYTOXKUTH ONEpPAlMOHHYI0 CHUCTEMY €O BceMH (QaitmamMmu B 1enoM. B OOJbIIMHCTBE Cilydaes
pacrpoCTpPaHSIIOTCS BUPYChI UEPE3 UHTEPHET.

Mertoapl 3a1UTHI OT BPEJOHOCHBIX MPOTPAMM:

1. Hcnonb3yit coBpeMeHHbBIE ONEPAlMOHHBIE CUCTEMBI, UMEIOIUE CEPhEZHBIN YPOBEHD 3aIUTHI
OT BPEIOHOCHBIX MTPOTPAMM;

2. TloctossHHO YycTaHaBiuBaii madyTu (MUQPPOBBIE 3arIaTKA, KOTOPbIE aBTOMATHYECKH
YCTaHABIMBAIOTCS C IEJIbI0 JOpPa0TKH MpOorpaMMbl) M Jpyrue OOHOBIEHHS CBOEH
omnepannoHHo# cuctembl. CkaunBail WX TOJNBKO ¢ oduimanpHOro caira paspadorunka OC.
Ecnu cymecTByeT pexkuM aBTOMaTHYECKOT'0 OOHOBJICHHUS, BKJIIOUH €T0;

3. Pabortaii Ha cBOEM KOMITBIOTEPE MO/ MIPaBaMH MOJIB30BATENS, @ HE aIMUHUCTpaTOpa. DTO HE
MO3BOJIUT  OONBIIMHCTBY  BPEIOHOCHBIX TMPOTPaMM  HMHCTAJIUPOBAThCS HA  TBOEM
MIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yl aHTUBUPYCHBIE NPOrpaMMHBIE NPOAYKTHI H3BECTHBIX MPOU3BOJUTENECH, C
aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuyb GU3NYECKUI TOCTYI K KOMIBIOTEPY AJI TOCTOPOHHUX JIMII;

6. Hcronb3yll BHEHIHME HOCUTENM WHGPOpMAlUM, Takue Kak (riemka, AUCK Wiau dain u3
WHTEPHETA, TOJIbKO U3 MPO(EepPeHHBIX HICTOUHUKOB;

7. He oTkpbiBaii KOMITbIOTEpHBIE (DAIIBI, MONTyUYEHHBIE W3 HEHANEKHBIX UCTOYHHUKOB. Jlaxe Te
(aitpl, KOTOpBIE MpHCIaNT TBOW 3HAKOMBIN. Jlydille yTOUHHM y HEro, OTIPaBiIsUl I OH Tebe
uX.

Cemu WI-FI

Wi-Fi - aT0 He BUJ TIepeaaun TaHHBIX, HE TEXHOJIOTHS, a BCETO JHIIb OpeHn, mapka. Eme B 1991
roJly HUAepiaHjcKas KomnaHus 3apeructpuposana opern « WECAy, uro 0603HaYano cioBocovYeTaHnue
«Wireless Fidelity», koTopsIif mepeBoauTCs Kak «0eCIpoBOIHAS TOYHOCTDY.

Jlo Hamiero BpeMeHHM Joljia Apyrasi abOpeBuaTypa, KOTopas SIBISETCS TaKOW K€ TEXHOJIOTHEH.
Oto abbpeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO ¢ HAMEKOM Ha CTaHJApPT BBICIIUI 3BYKOBOM
texHuku Hi-Fi, yTo B nmepeBojie 03HayaeT «BbICOKAsI TOUHOCTbY.

Ha, OecryaTHBI HMHTEPHET-IOCTYH B Kade, OTeNsIX M a’ponoprax SBISETCS OTIMYHOU
BO3MOXHOCTBIO BbIX0/1a B MHTepHET. HOo MHOrHe 3KcnepThl CUMTaIoT, 4To obmenocrynubie Wi-Fi cetn
HE SIBJISIFOTCS] 0€30M1aCHBIMHU.

CogeTtsl 110 Oe30nacHOCTH paboTe B 001Ie10CTYNHBIX ceTsx Wi-fi:
1. He nepenasaii cBoro nu4HyIo HHpopmauio uyepe3 odmenoctynusie Wi-Fi cetn. Paboras
B HHX, JK€JIaTeIbHO HEe BBOJUTH ITAPOJIU IOCTYIA, JIOTUHBI U KaKUe-TO HOMEpa;
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2. HWcrnonb3yii W OOHOBISM aHTHUBHPYCHBIE MpOTpamMMbl M OpaHamayep. TeM caMbiM ThI
oOe3omacuinb cedst OT 3aKaYKH BHpPYyCa Ha TBOE YCTPOIHCTBO;

3. Ilpu wucnons3zoBanun Wi-Fi otkmoun ¢yaknuo «OO0muii moctyn kK Qaitiam 1
npuHTepam». JlaHHas QyHKIUS 3aKpbITa [0 YMOJIYaHHUIO, OJHAKO HEKOTOPHIE MOJIb30BATENN
aKTUBHPYIOT €€ JUIst y100CTBa MCIIONB30BaHUS B paboTe Wi yuebe;

4. He ucnonsayit myonuunsii WI-FI ans nepenaun TUYHBIX JaHHBIX, HATPUMEP AJISL BBIXO/a
B COLIMAJIbHBIC CETH WJIU B DJIEKTPOHHYIO TIOUTY;

5. Hnonw3yii Tonpko 3amunienHoe coenunenue yepe3 HTTPS, a ue HTTP, T.e. npu HaGope
BeO-azpeca BBOJAM UMEHHO «https://»;

6. B mobunbHOM Tenedone otkmoun GpyHkuuio «lloakmodyenne k Wi-Fi aBromatnueckmny.
He nomyckail aBTOMaTHUeCKOro MOJKIOYEHHUS YCTpoiicTBa K cersiMm Wi-Fi Ge3 TBOero
Corjacusl.

CouuanvHbie cemu

CoumanbHble CETH aKTHBHO BXOAAT B HAIly JXH3Hb, MHOTHE JIIOIU pabOTAOT M KHUBYT TaM
HOCTOSIHHO, a B Facebook yxxe 3apeructpupoBaH MULITHAP YEJIOBEK, YTO SBJISIETCS] OJJHOM CeIbMOM BCeX
KUTEJIEeH TuTaHeThl. MHOTHE IOJIb30BaTeIM HE TOHUMAIOT, 4TO HWH(GOpMAIHs, pa3MENICHHAs NMH B
COLIMAJIBHBIX CETAX, MOXKET OBbITh HaiileHa U UCIOJIb30BaHa K€M yroJHO, B TOM YHCIIE HE 0053aTEeNbHO C
OJaruMHU HaMEPEHUSMHU.

OcHOBHBIE COBETHI 110 O€30IIaCHOCTH B COLIMATIbHBIX CETAX:

1. OrpaHuyb cHUCOK Apy3eil. Y TeOs B Apy3bsiX HE JOHKHO OBITH CIy4yalHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3ammmail cBoro yacTHyro kHu3Hb. He ykaswiBail mapoinu, TenedoHsl, aapeca, AaTy TBOETO
POXIEHUS U JPYTYIO JUUHYI0 MHPOpPMAIHIO. 3J0YMBIIUIEHHUKH MOTYT HMCIIOJIb30BaTh Jaxe
MH(POPMALIHIO O TOM, KaK Thl M TBOM POJHUTENH IUIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3ammumrail cBOIO pemyTaluio - IepKU €€ B YUCTOTE M 3a/aBail ce0e BOMpOC: XOTeN Obl ThI,
4YTOOBI JPYTrU€ MOJIb30BATENU BUIENIH, YTO ThI 3arpykaemib? Ilogymaii, mpexae 4eMm 4To-TO
OImyONMKOBAaTh, HAMKMCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHUILB C JIIOJbMHU, KOTOPHIX HE 3HAEllb, HE MCIOJB3Yll CBOE peallbHOE UM U
JPYTYIO JUYHYIO HHPOPMAIMK: UMsI, MECTO KUTEJIbCTBA, MECTO y4eObl U Mpoyee;

5. U36erait pasmemenus ¢ororpaduit B VHTepHere, rae Thl M300pakeH HA MECTHOCTH, IO
KOTOPOM MOXKHO OIIPEAEIUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructpauuu B COLMANIBHOM CETH HEOOXOAMMO HCIIONb30BAaTh CIIOXKHBIE IMApOIIH,
cocrosiiye u3 OykB ¥ IU(]p U ¢ KOJTMUYECTBOM 3HAKOB HE MEHee §;

7. Jlns couMalbHOW CETH, MOYTHI U IPYTUX CATOB HEOOXOJIMMO HCIOIB30BaTh pa3HbIe MapoJiu.
Torna ecnu Te6s1 B37I0MAIOT, TO 3JI0YMBIIUIEHHUKH TOIYy4YaT AOCTYI TOJIBKO K OJTHOMY MECTY,
a He BO Bce cpasy.

DieKmpoHHble OeHbu

DONEeKTpOHHbIE NI€HI'M — JTO OYeHb YJOOHBIM crmoco0 maTexked, OJHAKO CYIIECTBYIOT
MOILIEHHUKHU, KOTOPBIE XOTAT IMOJTYYUTh 3TH I€HBIH.

QHCKTPOHHLIC JACHBI'M IMOABUJINCH COBCEM HCAABHO W HMMCHHO H3-3a 3TOIO BO MHOI'MX
rocyaapCTBax g0 CHUX IIOP HE NPOIHUCAHO IMPO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIIMOHUPYIOT M O HHMX YK€ MPOMHCAHO B 3aKOHE, IJIe UX pa3leisioT Ha
HECKOJIBKO BHJIOB — aHOHUMHBIE U HE aHOHUMHBIE. Pa3HNIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaeTcsi MPOBOAUTH omnepauuud 0e3 HWIASHTHU(PHUKAIMK T[0JIb30BaTeNs, a B HEAHOHUMHBIX
UJICHTU(UKAIIMY TIOJIB30BATENs ABISAETCS 0053aTEIbHOM.
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Taxke cnenyer pa3nuyaTh IEKTPOHHbIE (PUATHBIE JEHBIU (PaBHBI TOCYJAPCTBEHHBIM BaJIIOTaM)
U 2JICKTPOHHBIE HE(HUATHBIE ACHBI'H (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO O€30MacHO paboTe ¢ MEKTPOHHBIMU JCHbIAMU:

1.

4.

[IpuBsoku K cyery MOOWJIBHBIA TenedoH. DTO caMblii yAOOHBIM M OBICTPBIA CIOCOO
BOCCTAaHOBUTH JOCTyN K cueTy. [IpuBs3aHHbIil TenedoH MOMOXET, eciu 3al0ynelb CBOM
IJIATEKHBIN MMAPOJIb WU 3aiEIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

Hcnons3yit omHopa3oBbie mapoiu. [locie mepexosa Ha YyCHICGHHYIO aBTOPH3AIMIO TEOE yKe
He Oy/IeT yrpoKaTh ONMAaCHOCTh KPaXXH WU TepexBaTa IJIaTeKHOTO MapoJis;

Beibepu crnoxubiid maponb. IlpectynmHukam OyzmeT HE MPOCTO yraiaTh CIOXHBINA Mapoilb.
Hanexxuble maposnn — 3TO Mapoiu, KOTOPhIE COJEpKaT He MEHee § 3HAKOB M BKIIIOYAIOT B
ceOsl CTpOYHBIE U TMPOIMHUCHBIE OYKBBI, HMU(PPHI ¥ HECKOJIBKO CHUMBOJIOB, TaKHe Kak 3HaK
nosutapa, pyHTa, BOCKIMIATEIbHbIHN 3HaK 1 T.1. Hanpumep, $tROng!;;

He BBOM cBOM JIMYHBIE JaHHBIE HA CAliTaX, KOTOPHIM HE JIOBEPSICLIb.

Dnekmponnas nouma

DNEeKTpOHHAs NOoYTa — 3TO TEXHOJIOTHMSI M INPEAOCTaBISIEMbIE €10 YCIYTU 110 NEPECBUIKE U
MOJIyYEHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpbIE paclpeiesiioTcs B KOMIbIOTEpHOH ceTu. OOBbIUHO
AIIEKTPOHHBIN TOYTOBBIN SIIUK BBIMJIIIUT CICIYIOIUM 00pa3oM: HMMs_IIOJIb30BaTENsA(@UMS_JTOMEHA.
Taxxe kpome nepegadn IpOCTOro TEKCTa, UMEETCs BOZMOXKHOCTh MepeaaBaTh (aiibl.

OCHOBHBIE COBETHI 110 O€30MacCHOM padoTe ¢ IICKTPOHHOU MOYTOM:

1.

Hano BbIOpaTh mnpaBuiIbHBIA IOYTOBBIM cepBUC. B uHTEpHETE €CThb OTrPOMHBIM BbIOOP
OecIIaTHBIX OYTOBBIX CEPBHUCOB, OJHAKO JIy4llle JOBEPSATh TEM, KOTO 3HAEUIb U KTO MEPBBI
B PEUTHUHIE;

He ykaspiBaii B nm4HON moute nuuyHylo wuHpopmammioo. Hampumep, mydine BbIOpaTh
«My3BIKaTbHBIN _(hanaT@» mim «pok2013» BMecTo «remal3»;

Hcnonp3yil 1ByX3TamHYyI0 aBTOPU3ALMIO. JTO KOIZa MOMUMO MAapois HYKHO BBOJIUTH KOJ,
npucbUIaeMbii o SMS;

Bri6epu cnoxxHbIN aposb. JJis KaK0ro moYTOBOTO SIIIMKA JOHKEH ObITh CBOM HaJI@KHBIMH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

Ecnu ectb BO3MOXXHOCTH HamucaTb CaMOMY CBOM JIMYHBIA BOIPOC, HCIOJB3YH 3Ty
BO3MOKHOCTB;

Hcnonbs3yil HECKONBKO MOYTOBBIX SIMUKOB. [IepBbIN 11 4aCTHOW NMEPENUCKH C apecaTaMy,
KOTOPBIM ThI JIOBEPSICIb. DTO IEKTPOHHBIN agpec He HaJ0 UCIOJIb30BATh MPU pEerucTpanuu
Ha opymax M calTax;

He otkpbiBail (aiinasl U Ipyrue BIOXKEHUS B MHUCbMax Jake €CIM OHHU MPHUIUIM OT TBOMUX
npy3eil. Jlydlie yTouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (ailibl;

ITocne okoHuaHusi pabOTHI Ha MOYTOBOM CEPBHUCE MEpe] 3aKPbITHEM BKIJIAJKH C CAalTOM He
3a0y/ib HAXKATh Ha «BBIATHY.

Kubepbvinune wunu supmyanibroe u30esameibCmeo

KI/I6Cp6y.TIJ'II/IHP — HOpCCIICAOBAHUC COO6IJ_I6HI/I}IMI/I, COJACpKallluMU OCKOp6HCHI/IH, arpeccuro,
3allyTUBAHUC,; XYJIMTaHCTBO, COLIMAJIbHOC 60ﬁKOTHp0BaHHe C MOMOMIBIO PA3JIMYHBIX UHTCPHET-CCPBHUCOB.
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OcHoBHBIE COBETHI IO OOPHOE ¢ KNOEPOYIITUHIOM:

1.

He Opocaiics B 60#. JIyummii cioco0: mOCOBETOBAThCS KaK ce0s BECTH W, €CJIM HET TOTo, K
KOMY MOXHO OOpaTHThCS, TO BHadalle YCIOKOUThCS. Ecnu Thl HayHellb OTBEYaTh
OCKOPOJICHUSIMH Ha OCKOPOJICHUS, TO TOIBKO €I1e 0OJIbIIe pa30kKelb KOH(IHUKT;

VYmpasnsii cBoelt kubeppemyraluei;

AHOHUMHOCTH B ceTH MHUMasi. CyIIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

He crout Bectu XynuraHckuii o0pa3 BHPTyaJibHOW Ku3HU. HTEpHET (pUKCHUpyeT Bce TBOM
NEHCTBYSI 1 COXpaHSET UX. Y JAIUTh UX OyJIeT KpailHe 3aTpyTHUTEIBHO;

CoO:roait cBOM BUPTYAIbHYIO YECTh CMOJIOJY;

Urnopupyit eauHuunblii HeratuB. OJHOpPa30BbIE OCKOPOUTENBHBIE COOOIIEHUS JTydllle
urHopupoBaTh. OOBIYHO arpeccus mpeKpamiaeTcs Ha HauadbHOU CTauu;

ban arpeccopa. B nmporpammax oOMeHa MrHOBEHHBIMHU COOOIICHHUSIMH, B COIIMAIBHBIX CETSIX
€CTh BO3MOXHOCTb OJIOKHPOBKH OTIPABKU COOOIIEHHH C OMpE/IeNIEHHBIX a/IpECOB;

Ecnu 1b1 cBUuaerens kubOepOymiauHra. TBOM AEWCTBUA: BBICTYNUTh MPOTHUB MpECcieI0BaTENs,
MOKa3aTh €My, YTO €ro JEWCTBHS OLEHHUBAOTCS HEraTUBHO, MOAJIEPKATh KEPTBY, KOTOPOU
HYXXHA TICUXO0JIOTUYECKAask MOMOIIb, COOOMIUTE B3POCIIBIM O (paKTe arpeCCHBHOTO ITOBEICHUS B
CeTH.

Mobunvnwiii menreon

CoBpemenHble cMapTHOHBI U TUIAHIIETH COJEp>KaT B ceOe BIOJNHE B3POCHbIN (YHKIMOHAN, U
TENeph OHU MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMHU KOMIbIoTepaMu. O HAKO, CPEJCTB 3alIUTHI IS
MOJTOOHBIX YCTPOMCTB MOKa OYEHb Majio. TeCTUpOBAHUE W MOUCK YSI3BUMOCTEH B HUX MPOUCXOIHUT HE
TaK MHTEHCUBHO, Kak 11 [1K, To jke camoe kacaeTcsi U MOOWIIBHBIX MPIIIOKECHUH.

CoBpemeHHbIE MOOMIIbHBIE Opay3epbl yXKe NMPAKTUYECKH JTOTHAIM HACTOJbHBIE aHAJIOTH, OJJHAKO
pacupenue (yHKIMOHAaJIa BIIEYET 3a COO0M OOJIBIIYIO CIOKHOCTh U MEHBIIYIO 3alUIEHHOCTb.

Jlaneko He Bce TMPOU3BOJIUTENN BBIMYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIINE KPUTHUYECKUE
YSA3BUMOCTH JJISI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIJIsl 0€30MTaCHOCTH MOOMIIBHOTO Telle(hoHa:

1.

AW

Huuero He sBisiercss mo-HacrosimeMy OecriaTHbIM. Byab ocTopoxeH, Beap Korga tebe
IpeyIaraoT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IIATHBIC YCIYTH;
Hymaii, npexae yem otipaButb SMS, ¢hoto unu Buaeo. Thl TOUHO 3Haelb, e OHU OyayT B
KOHEYHOM HTOre?

Heo6xoanmMo 0OHOBIIATH ONEpAIMOHHYIO CUCTEMY TBOETO CMapTQOHa;

Hcnonb3yit aHTUBUPYCHBIE POTPAaMMBI JJIs1 MOOMJIBHBIX TeNe(OHOB;

He 3arpyxail npuiaoxeHUsi OT HEHW3BECTHOI'O HCTOYHMKA, BEIb OHM MOIYT COJEpKaTb
BPEOHOCHOE MPOTrpaMMHOE 00ECIIEUEHNUE;

ITocne Toro kak THI BBIWACHIH C caiiTa, TAe BBOAWI JIMYHYIO HH(pOpMaiuioo, 3aiaun B
HaCTpPOMKHU Opay3epa u ynanu cookies;

[leproanuecku npoBepsiii Kakue MIaTHBIE YCIYT'H aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOil HOMep MOOMIIBHOTO Tene(oHa TOJNBKO JIOASM, KOTOPHIX Thl 3HACHIb U KOMY
JIOBEpsiEIIb;

Bluetooth nomken ObITh BBIKIIOUEH, KOIJa Thl UM HE Mojb3yeuibcs. He 3a0biBail mHOrIa
IIPOBEPSATH 3TO.

Online uepwi
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CoBpeMeHHbIE OHJIAHH-UTPBI — 3TO KPAcOYHBIE, 3aXBATHIBAIOIINE Pa3BICUCHUS, 00BETUHSIIOIINE
COTHH THICSIY YEJIOBEK 110 BceMy MUpY. Irpoku uccineayoT TaHHbI UM MUP, OOIIAIOTCS IPYT C APYTOM,
BBITNIOJHSAOT 3a/1aHUS, CPAXKAKOTCS C MOHCTPaMHM U TOJY4arOT ONBIT. 3a YAOBOJIBCTBHE OHM ILIATAT:
MOKYTAOT JUCK, OIJIaYMBalOT a0OHEMEHT WM MPUOOPETAIOT KaKHE-TO OIIIUH.

Bce atu cpenctBa uayT Ha NMOAJEpIKAHUE M PAa3BUTHE UIPHI, a TAKXKE HA caMy O€30MacHOCTb:
COBEpILEHCTBYIOTCSI CUCTEMBbl aBTOPH3AllMHM, BBITYCKAIOTCS HOBble naTdd (LM(pOBBIE 3amiaTku Ui
IpOrpaMM), 3aKpbIBalOTCS YSI3BUMOCTH CEPBEPOB.

B HOJIO6HI>IX urpax CTOUT oOIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO
apoJist, Ha KOTOpOM OCHOBAaHa CUCTCMaA aBTOpHU3aAllUN OOJIBIIMHCTBA urp.

OcHOBHBIE COBETHI IO O€30MaCHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Ecnu npyroil urpok Bener ceds IUIOXO WM CO3/aeT Tebe HeNPHUSTHOCTH, 3a0J0KUPYH ero B
CIIMCKE UTPOKOB;

2. Tloxamyiica aAMMHHUCTPATOpaM WIPbl Ha IUIOXOE IIOBEIEHUE STOTO0 MIPOKA, KEIATEIBHO

MIPWJIOKUTH KaKHe-TO IOKA3aTeNbCTBA B BUJIE CKPUHOB;

He ykaspiBaiil nuunyto nHpopmaliinio B npodaiine urpsi;

VYBaxkall Ipyrux y4acTHUKOB I10 UTPE;

He ycranaBnuBaii Heo(uaabHble MaTYU U MOJBI;

Hcnonb3yi CII0KHBIE M pa3HbIE NTapOJIy;

Jlasxe BO BpeMsl UT'Pbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [Ioka ThI urpaemib, TBON KOMIIBIOTEP

MOT'YT 3apa3uTh.

NousWw

Duiune Uiy Kpaxca TuyHblx OaHHbIX

OOBIYHOM Kpameﬁ ACHCT U JOKYMCHTOB CCrOJJHSA YK€ HHUKOI'O HC yIII/IBI/IfH_IL, HO C pPa3BUTUCM
I/IHTepHeT-TeXHOHOFI/II\/’I 3JIOYMBIIIJICHHUKN NEPEMECTUIINCh B HMHTCPHECT, W IMPOAOJIKAOT 3aHUMATHCA
«ITIOOHUMBIM ACIIOM.

Tak nmosiBUIach HOBas yrpo3a: HHTEPHET-MOLICHHUYECTBA WM (DUILUHT, TJIaBHAs IeJb KOTOPOTro
COCTOUT B TIOJIyY€HHH KOH(HUICHIMATBHBIX ITaHHBIX TIOJNb30BaTellel — JIOrMHOB M mapoieii. Ha
aHrMicKkoM s3bike phishing unraercs kak gummHr (ot fishing — peiOHas 0B, password — mapoJib).

OcHOBHBIE COBETHI IO OOPHOE C (PUIIUHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciu Tl mojo3peBaelib, YTO TBOSI aHKETa Oblila B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ U COOOIIMTH aJIMUHUCTPATOPaM pecypca 00 3TOM KaK MOXKHO
CKOpee;

2. Hcnonp3yii Oe3omacHble BeO-CalThl, B TOM 4YHCJIE, WHTEPHET-MAara3MHOB W TOMCKOBBIX
CUCTEM;

3. Hcnonb3yit crnokHble M pas3Hble napond. Takum o0pa3om, eciu TeOs B3JIOMAalT, TO
3JIOYMBIIIJICHHUKH MOJYyYaT JOCTYH TOJBKO K OJHOMY TBOEMY HpPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnmu 1ebs B3MOMaiHM, TO HEOOXOAWMO NPEAYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
n00aBJICHBI Y TEOS B JPY3bsX, O TOM, YTO TE€OS B3JIOMalIHM M, BO3MOXKHO, OT TBOCTO UMCHH
OyZeT pacchliaThbes CliaM M CChUIKU Ha (DUITUHTOBbIE CalThI;

5. VYcranoBu HasexHbIH mapoib (PIN) Ha MOOMIBHBIHM TenedoH;

OTkiIr0uM coxpaHeHHe napoJs B Opaysepe;

7. He otkpbiBail (aiiabpl M Ipyrue BIOKEHUS B MHUChbMax Ja)ke €CIM OHHM MPHIUIA OT TBOMUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIH JIU OHU Te0e 3TH (Daiiibl.

o
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Ludposasa penvmayus

Hudposas penyramuss - 3TO HEraTWBHAs WM TO3UTHUBHas WHQpOpManus B ceTH O Tebe.
Komnpomerupyromiast uapopmMaiust pa3MerieHHas B MHTEPHETE MOXKET Cephe3HbIM 00pa3oM OTPa3UThCs
Ha TBOEH peanbHOM xu3HU. «LludpoBas pemyrauus» - 3TO TBOM MMUK, KOTOPBIA (opMHUpYyeTCcs U3
uHpopMaluu o Tebe B UHTEPHETE.

TBoe MecTo XHUTenbCTBa, y4eObl, TBOE (DMHAHCOBOE TMOJIOKEHUE, OCOOCHHOCTH XapakTepa W
pacckasbl 0 OJIM3KUX — BCE ATO HAKAILITUBAETCS B CETH.

MHorue MOAPOCTKH JIETKOMBICIIEHHO OTHOCATCA K MyOJMKaluu JIUYHOH HWHpOpMaluu B
WuTepHeTe, HE MOHMMas BO3MOXHBIX MocieAcTBHM. Thl Jgake HE CMOXKELb JOrajaTbCsi O TOM, UTO
dororpadus, pazmerieHHas 5 1eT Ha3aJ, cTajla IPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTtapuu, pazmenienue TBoux ¢otorpaduii u gpyrue IeicTBUsS MOTYT HE MCUE3HYTh JlaXe
MocJie TOTo, KaK Thl MX yAajulllb. Thl HE 3Haellb, KTO COXpaHWI 3Ty MH(QOpMAIlHIO, NoMnaja 1 OHa B
MIOVMCKOBBIE CUCTEMbI U COXPaHWJIACh JIM OHA, a TJIaBHOE: YTO MOAYMAIOT O Tebe OKpyXkarollee JIOIH,
KOTOpbIE HAWIyT M yBUAAT 3T0. HallTu mHpOpManuio MHOIO JIeT CIYCTS CMOXET JI000M — Kak U3
JOOPBIX TOOYXICHH, TaK U C HAMEPEHUEM NPUUUHHUTD Bpell. ITO MOXKET ObITh KTO YTO/IHO.

OcHOBHBIE COBETHI IO 3aIIKTe U(POBOI penmyTanuu:

1. Tlogymaii, mpexzae 4eM 4To-To MyOJIMKOBaTh U MepeaBaTh y ce0s B 0J0re Wi B COLUAIBHOM
CeTH;

2. B mHactpoiikax mpoduias ycTaHOBH OTrpaHHUYEHHsS Ha MPOCMOTP TBOETO MpOoGMiIs M €ro
COZIEPKUMOT0, CHIEIIall €ro TOJIBKO «IUIS APY3En»;

3. He pa3memaili u He yka3biBail MH(pOpMAIHMIO, KOTOpas MOXET KOro-Jnbo OCKOpOJIATh WU
O0MKaTh.

Asemopckoe npaso

CoBpeMeHHbIE IIKOJIbHUKA— aKTHBHBIE MOJb30BaTeNnu LHppoBoro mnpocrpancTsa. OpHako
JaJIeK0 HE BCE 3HAIOT, YTO TIOJIb30BaHHE MHOTMMH BO3MOXKHOCTAMH HH(POBOTO MHupa Tpedyer
COOJTIO/ICHMSI ITPAB HA MHTEJJIEKTYaJIbHYI0O COOCTBEHHOCTb.

TepMuH  «UHTENEKTyanbHas COOCTBEHHOCTb» OTHOCUTCS K  pa3IMYHBIM  TBOPEHUSAM
YeJI0OBEYECKOr0 yMa, HAuWHAs C HOBBIX HM300pETeHHMH M 3HAKOB, 0003HAUYAIOMIMX COOCTBEHHOCTH Ha
OPOAYKTHI M YCIYTM , W 3aKaH4MBas KHUTaMu, (oTtorpadusmu, KHHOPUIBMAMU U MY3BIKAJIbHBIMU
IIPOU3BEICHUSMHU.

ABTOpCKHE ITpaBa — 3TO MpaBa Ha UHTEJUIEKTYaIbHYI0O COOCTBEHHOCTh Ha IPOU3BEICHUS HAYKH,
JUTEpaTypsl M HCKYCCTBAa. ABTOPCKHME IIpaBa BBICTYNAOT B KAaueCTBE TIapaHTHUM TOrO, 4YTO
MHTEJUICKTYa bHBII/TBOPYECKUI TPyA aBTopa He OyIeT HampacHbIM, JacT €My CIIpaBeIJIHBBIC
BO3MOXHOCTH 3apaboTaTh Ha pe3yibTaTaXx CBOEro TPYyJAa, MOJIYYUTh U3BECTHOCTh M Ipu3HaHUe. Hukro
0e3 paspelieHus] aBTopa HE MOXKET BOCIIPOM3BOJHUTH €0 MPOM3BEICHUE, PACHPOCTPAHSTH, ITyOIHIHO
JeMOHCTPHPOBATh, TMpoJiaBaTb, HUMIOPTUPOBATh, IyCKaTb B NPOKAaT, MYOJWYHO HCIOJIHSATD,
MOKa3bIBAaTh/MCIIONHATH B 3()Upe WK paMemniats B IHTepHETE.

Hcnonbs3oBanne «mMHMpaTCKOro» MPOTPAMMHOIO OOECIIEUEHHUsI MOXKET MPUBECTH K MHOTUM
pUCKaM: OT TOTEepH MJAaHHBIX K TBOUM AakKKayHTaM 10 OJOKHMPOBKM TBOETO YCTpPOMCTBa, TIe
YCTaHOBJICHHBIN HE JierajbHas mporpamma. He crout Takke 3a0BIBaTh, YTO CYMIECTBYET JICTAIBHBIC U
OecIIaTHBIE POTPaMMBbl, KOTOPbIE MOKHO HAalWTH B CETH.
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O nopmare

CCTCBI/I‘IOK.p(l) — TBOM TJIaBHBIM COBETUYMK B CETH. 3IICCB Thl MOKCIIb Y3HATHb O 0C30I1aCHOCTH B
CCTU NOHATHBIM H JOCTYIIHBIM A3bIKOM, a IIPW BO3ZHUKHOBCHUU KpI/ITI/ILIeCKOI\/II CUTyalluu 06paTI/ITBC$I 3a
COBETOM. A TaKkxke MNPUHATL YH4aCTHEC B KOHKYPCax U CTaTb CaAMbIM I_[I/I(I)pOBBIM Tpa)KI[aHI/IHOM!
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