NHOOPMALIMOHHASA ITAMATKA
JJIA OBYYAIOIIUXCA 51 PASMEILIEHUSA
HA O©PUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHLCS OOIBINE, a MIKOJbHUKUA OJHH U3
CaMbIX AaKTHBHBIX TMoOJb30oBareneid PyHera. Mexay TeM, NOMUMO OrPOMHOIO KOJHAYECTBA
BO3MOXXHOCTEH, WHTEpHET HeceT W mpoOjemMbl. JTa MaMATKa JOJHKHA MOMOYb TeOe Oe30macHo
HaXOJIUTHCI B CETH.

KoMnbroTepHbie BUPYChI

KommbroTepHslit BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX MPOrpaMM, OTIMYUTENIHbHOM
0COOEHHOCTBIO KOTOPOH SBJISIETCS CIOCOOHOCT K Pa3MHOXKEHHIO. B 1onoiHeHne K 3ToMy, BUPYCHI
MOTYT TIOBPEIUTh WM TMOJHOCTHIO YHHYTOXHUTH Bce (alljbl M JaHHBIE, MOJKOHTPOJIbHBIE
MOJIb30BATENI0, OT UIMEHU KOTOPOro OblIa 3alyllleHa 3apakeHHasi IporpamMma, a Takke MOBPeIUTh
WIM JJa)Ke YHUUYTOXXKUTh OMNEPAlMOHHYIO CHUCTEMY cO BceMH (Qailamu B 1esnom. B OonbimimHCTBE
CJIy4aeB pacHpOCTPaHSIOTCA BUPYChI UEPE3 UHTEPHET.

MeTo/1bl 3aIUTHI OT BPEIOHOCHBIX TPOTPaAMM:

1. HCHOJ’IB3yI>i COBPCMCHHBIC OICPALIMOHHBIC CHCTCMbI, HMCIOIIUC CCpLC3HLII>'I YPOBCHB
3alllUTBI OT BPCAOHOCHBIX ITPOrpaMm;

2. IlocrostHHO ycTaHaBnMBail mayTu (UUQPPOBBIE 3aIUIATKH, KOTOpPHIE AaBTOMATHYECKU
YCTaHABIMBAIOTCA C LEIbI0 JOPAaOOTKM MPOrpaMMBbl) U JApyrue OOHOBJIEHMSI CBOEH ONEpariOHHOMN
cucrembl. CkauMBaif MX TOJIBKO ¢ oduumanbHoro caiita paszpaborunka OC. Ecnm cymectByer
PEXUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUYH €T0;

3. PaboTaii Ha CBOEM KOMITBIOTEPE O] TPaBaMH I0JIb30BaTENsl, a HE aIMUHHCTpAaTopa. ITO
HC ITO3BOJIUT 6OJ'IBIHI/IHCTBy BPCAOHOCHBIX IMPOrpaMM HHCTALNIMPOBATHCA Ha TBOEM IICPCOHAIIBHOM
KOMITBIOTEPE;

4. Hcnonw3yil aHTHBUPYCHBIE IPOTPaMMHBIE IMPOAYKTHI HM3BECTHBIX ITPOU3BOAMTENEH, C
ABTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannup pu3nUecKuii JOCTYN K KOMIBIOTEPY /7151 HIOCTOPOHHUX JIULL;

6. Vcnonb3yll BHEUIHHE HOCUTENM HH(OpMAIMM, Takue Kak (iemka, AUCK win (ailn u3
MHTEpPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkpbIBaii KOMIbIOTEPHBIE (aiiiibl, MOTy4YEeHHBIE U3 HEHA/IS)KHBIX HCTOYHUKOB. Jlaxe Te
¢aiibl, KOTOpbIe MPUCIA TBOW 3HaKOMBIH. Jlydille yTouHH y HETo, OTIPaBJIsUI JIU OH Te0e uX.

Ceru WI-FI

Wi-Fi - 310 He BUJ mepenayn JaHHBIX, HE TEXHOJOTHS, a BCEro JIUIIL OpeH, Mapka. Eimie B
1991 romy Huaepnanickas KommaHusi 3apeructpupoBana Opern "WECA", uto o6o3Hagano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoaUTCS Kak "OecrpoBOIHAS TOYHOCTR".

Jlo Hamero BpeMeHM Joluia JApyras aOOpeBuarypa, KoTopas sIBISE€TCS TakoOW ke
TexHosnorue. ro abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO JTaHO C HAMEKOM Ha CTaHIApT
BbIcIIei 3BykoBoi TexHUKH Hi-Fi, uTo B mepeBojie 03HavyaeT "BbICOKast TOYHOCTH'.



Ha, OecrutaTHbI MHTEPHET-AOCTYN B Kade, OTEIsIX W a’poropTax SBISETCS OTIMYHON
BO3MOXXHOCTBIO BbIXO/a B UHTepHET. Ho MHOrHe sKkcrepTsl cuMTaroT, 4to oluienoctynHble Wi-Fi
CEeTH He SBISIOTCS 0€30MaCHBIMHU.

CogeTsl 110 0e30macHOCTH pabOTHI B 00IIENOCTYHBIX ceTax Wi-fi:

1. He nepenaBaii cBoro nuunyro nHpopmaiuio yepe3 odmenoctynusie Wi-Fi cetu. Pabotas B
HUX, KeJIATeJIbHO HE BBOJIUTH MAPOJIH JOCTYIIA, JIOTHHBI M KaKUe-TO HOMepa;

2. Wcnonw3yil U OOHOBISAN aHTUBUPYCHBIE MpOTrpamMMmbl M OpaHamayep. Tem cambIM Tbl
obe3omacuib ce0s OT 3aKaUKu BUPYyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnonp3oBanuu Wi-Fi otkmoun Gynkiuro "O6muit goctyn K (aitnam u npuxatepam".
JanHas QyHKIMS 3aKphITa M0 YMOJYAHUIO, OJHAKO HEKOTOPHIE TIOJIH30BATENN AKTHBHPYIOT €€ IS
yo0CTBa MCIIOIB30BaHUA B paboTe Ui yuebe;

4. He ucnons3yit myonununsiiit WI-FI 151 mepegaum TUYHBIX TaHHBIX, HAIPUMED VIS BBIXOJA B
COLIMAJIBHBIE CETU WM B DJIEKTPOHHYIO IIOUTY;

5. Ucnonp3yit Tosbko 3ammineHnoe coequnenne yepe3s HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBOAM uMeHHO "https://";

6. B mo6uibHOM Tenedone otkaoun ¢pynkuuio "Tlogknrouenne k Wi-Fi aBromatnyecku". He
JIOITyCKai aBTOMaTHUYECKOTO MOJIKII0UEHUs YCTpoiicTBa K ceTssiM Wi-Fi 0e3 TBoero cornacus.

CoumnajabHble CeTH

ConmanbHble CETH aKTUBHO BXOJST B HAIly XH3Hb, MHOTHE JIIOIU pabOTaIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook y:xe 3apeructpupoBan MUJLIMAP]L YEJIOBEK, YTO SIBISETCS OJTHOM CebMOM
BCEX JKUTeNel miaHeThl. MHOTHE MOIbh30BaTeNId HE TOHUMAIOT, YTO WH(GOpMAIUs, pa3MelleHHAs
MMHU B COLMATBHBIX CETSAX, MOXKET OBITh HalJeHA M WCIIOJI30BaHA K€M YroJHO, B TOM YHCIIE HE
00s13aTeNTbHO ¢ OJIarUMHU HAMEPEHUSIMH.

OCHOBHBIE COBETHI ITO 0E30IMACHOCTHA B COIMAIBHBIX CETAX:

1. Orpanunub cucok Apy3eil. Y 1e0s B APY3bsAX HE JOJDKHO OBITh CIYyYailHBIX U HE3HAKOMBIX
JTIOIEH;

2. 3amminai cBOIO YacTHYIO >kHM3Hb. He ykasbiBail maponu, TenedoHsl, agpeca, 1aTy TBOETO
POXKIEHUST U APYryl0 JUYHYH0 HMH(OpManuio. 3J0YMBIIUIEHHUKH MOTYT HCIOJIb30BaTh JAaXKe
UH(POPMALIMIO O TOM, KaK Thl ¥ TBOM POJMTENHN IUIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3ammian CBOK PEmyTalMio - JEPKH €€ B YHCTOTE W 3a7aBail cede BOMPOC: XOTeN ObI THI,
9TOOBl JApYyrue MONB30BATENM BHJENH, YTO Thl 3arpyxkaenib? [logymaii, mpexie 4yeM dYTO-TO
OITy0JINKOBATh, HAMKMCATh U 3aTPy3UTh;

4. Ecnu Tl TOBOPHILB C JIObMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH CBOE peaabHOE UMS U
JIPYTYIO JTUUHYI0 HHPOPMAIIUH: UMsI, MECTO KUTEJIbCTBA, MECTO YUeObl U Mpoyee;

5. U3Geraii pazmemienus ¢ororpaduii B nTepHere, rae Tl W300pa’keH HA MECTHOCTH, IO
KOTOPOU MO>KHO OIIPENEIUTHh TBOE MECTOIOJIOKEHHUE;

6. [lpu peructpanum B COIMATBHOW CETH HEOOXOJUMO HCIIOJIb30BATh CIOXKHBIE IMapOIH,
cocTosmue u3 OykB ¥ UG U ¢ KOTUISCTBOM 3HAKOB HE MEHee §;



7. Jns couuanbHOM CeTH, MOYTHI M JPYTMX CAMTOB HEOOXOIMMO HCIHOJIb30BATh pa3HbIE
naponu. Torma ecnu TeOsi B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH TOYyYaT JOCTYI TOJBKO K OJHOMY
MEcCTy, a He BO BCE Cpa3y.

DJIeKTPOHHBIE JeHbI U

QHCKTPOHHLIC JACHbBI'M - 3TO OYCHDb y,[[O6HLII>i CII0co0 HnaTexceﬁ, OOHAKO CYHCECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH O3TU ACHBI'U.

QHCKTPOHHLIC JACHbBI' IIOABUIINCH COBCEM HCOABHO W HMCHHO H3-3a 3TOI'O BO MHOT'HX
rocyaapCTBax A0 CHUX IIOP HE NPOIHUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM (DYHKITMOHHUPYIOT M O HHUX YK€ MPOMHICAHO B 3aKOHE, TNIe UX Pa3AelsioT Ha
HECKOJIBKO BHJIOB - aHOHHMHBIC W HE aHOHHUMHBIE. Pa3HUIIA B TOM, YTO aHOHHMHEIC - 3TO T€, B
KOTOPBIX pa3peliaercss MPOBOJIUTH oOmepanuu 0e3 uAeHTUUKAUK T[OJb30BaTeNs, a B
HEaHOHUMHBIX UJICHTU(DHUKAINS TTOTH30BATENS SBIISICTCS 0053aTeIBLHOM.

Tawke crieayeT pasnuyarh SJIEKTPOHHBIE (UATHBIE JEHBIW (PaBHBI TOCYIApPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(PHUATHBIE IEHbI'H (HE paBHBI TOCYAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO O€30MacHO paboTe ¢ MEKTPOHHBIMU JEHbIAMU:

1. IpuBspku K cuery MOOWIBHBIA TenedoH. DTO caMblii yaoOHBI M OBICTPBIN crocob
BOCCTAHOBUThH JOCTYyNnl K cuery. [lpuBsizaHHblii TenedoH momoxer, eciau 3alynemb CBOM
MJIATEXKHBIN MAPOJIb WM 3aiIeIIb HA CAUT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Ucnonb3yit omHOpa3oBbie maponu. [locne mepexoa Ha yCHIIGHHYIO aBTOPU3AIIUIO TeOe yKe
He OyJIeT yrpoKaTh OMAaCHOCTh KPaXKHl WJIM MepexBaTa IIaTeKHOTO MMapoJis;

3. Boibepu cnoxHslii maposs. [IpectynHukam OyzneT He MPOCTO yrajarh CIOXKHBIA Mapoib.
HanexHble maponu - 3T0 mapoJsid, KOTOpbIE COJEpXaT HE MEHee 8 3HAKOB M BKIIIOYAIOT B ceOs
CTPOYHBIE U MPONHUCHBIE OYKBBI, HU(PPHI U HECKOJIIBKO CUMBOJIOB, TaKHE KaK 3HAK Jojuiapa, QpyHTa,
BOCKJIMIIATEIbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMUHBIE JaHHBIE HA CaiiTax, KOTOPHIM HE JOBEpseIb.
DJIEKTPOHHAsI TOYTA

ONEeKTpOHHAs Io4YTa - 3TO TEXHOJOTMS U NPEAOCTaBISIEMBIE €0 YCIYTM MO IMEPECBUIKE U
MOJTyYEHUIO ANEKTPOHHBIX COOOIIEHN, KOTOPBIE paclpeAesitoTCsa B KOMIIbIOTEpHOU ceTH. OOBIYHO
AIIEKTPOHHBIN HOYTOBBIN SILUK BBITJISIAUT CIIEIyIOIIUM obpaszomM:
UMs_TIOJIb30BaTeNA(@HUMs_JOMeHa. Takke KpoMmMe Iepelayd IpoCTOro TEKCTa, HMeEeeTCs
BO3MOKHOCTb IepeiaBaTh (paiibl.

OCHOBHBIE COBETHI 110 6€30TMaCHON padoTe ¢ IIEKTPOHHOU MTOUTOM:

1. Hamo BBIOpaTh NpaBUIBHBIA MOYTOBBIA CepBUC. B HMHTepHETEe €CThb OrpOMHBIA BBIOOP
OecIJIaTHBIX TOYTOBBIX CEPBHMCOB, OJTHAKO JIydyllle JOBEPSTh TE€M, KOTO 3HAEllb U KTO MEPBbIA B
pEeUTHHrE;

2. He ykaspiBail B nu4HOM mouTe JUYHyI0 HHpopmanuto. Hampumep, mydiie BbIOpaTh
"My3bIKaIbHbIA _(aHaT@" uimn "pok2013" BmecTo "Temal3";

3. Mcrnonb3yil ABYX3TAIHYI0 aBTOPU3ALNI0. DTO KOTJa MOMHUMO IapoJjs Hy’KHO BBOJIUTH KOJ,
npucbuIaeMblil mo SMS;



4. BoiObepu cnoXHbIH mTapoib. [ KaXIOro mMOYTOBOrO SIIMKA JOJDKEH OBITh CBOM
HAJCKHBIN, YCTOWYUBBIN K B3JIOMY IIapOJIb;

5. Ecam ecTh BO3MOKHOCTH HANMCaTh CaMOMY CBOW JIMYHBIM BONPOC, HUCIIOIB3YH OTY
BO3MO>KHOCTB;

6. Hcmonb3yil HECKOJIbKO TOYTOBBIX SIIMKOB. IlepBblid Ajie 4YACTHOM TNEPENHUCKU C
ajgpecaTaMH, KOTOPBIM Thl JOBEpSACIIb. DTO AJEKTPOHHBIA aJpec HE HAJ0 HCIOJIb30BaTh IpHU
peructpanuu Ha Gopymax U caiTax;

7. He otkpeiBaii (aitsibl U Apyrue BIOKEHUS B MUCHhMAaX, AK€ €CIM OHU MPHUIILIA OT TBOMX
npy3seit. Jlydie yTouHu y HUX, OTIPABIISUIHA JIM OHU TeOe 3TH (haiibl;

8. Ilociie okoHYaHMsI paOOTHI HAa TTOYTOBOM CEPBHUCE TEPE]l 3aKPHITHEM BKIIAJIKH C CATOM HE
3a0ynp HaxaTh Ha "Beriitu".

Ku0epOy JUIMHT MIH BUPTYaJIbHOE H31€BATEILCTBO

KI/I6Cp6YJ'IJ'II/IHP - MpeCiIcaOBaHUC COO6I_I_ICHI/ISIMI/I, COZACpKaIlITuMU OCKOp6J'IeHI/IH, arpeccuro,
3allyTUBAHUC, XYJIIMTAaHCTBO, COLHAJIBHOC 60ﬁKOTHpOBaHHe C TIOMOIIBIKO PA3JIUYHBIX HHTCPHCT-
CCPBUCOB.

OcHoBHbIE COBETHI 110 60pbOE ¢ KHOEPOYIITUHIOM:

1. He Opocaiics B 60it. Jlyummii crioco6: MOCOBETOBATHCA Kak ce0si BECTH U, €CJIM HET TOTO, K
KOMY MOKHO OOpaTHThCS, TO BHAYaJI€ YCIIOKOUThCS. Eciu Thl HaYHENIb OTBEYaTh OCKOPOJICHUSIMHU
Ha OCKOPOJIEHMsI, TO TOJBKO eIrle 0OJIbIIe Pa30XiKellb KOH(PIUKT;

2. Ypasinsdii cBoell kubeppernyTaimei;

3. AHOHUMHOCTb B CETH MHHUMas. CYH_ICCTBYIOT CIIOCOOBI BBISICHUTHB, KTO CTOHT 3a
AHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyIUranckuii o0pa3 BUpPTyadbHOM *HU3HHU. MIHTEpHET (DUKCUpPYeT BCe TBOU
JNENCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJIeT KpailHe 3aTpyJHUTENbHO;

5. CobGuro1ait cBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHblii HeratuB. OJHOPA30BbIE OCKOPOUTENbHBIE COOOILEHUS JIydllle
UrHopupoBaTb. OOBIYHO arpeccus MpeKpaaeTcs Ha Ha4yaJlbHOW CTaluH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSIMU, B COILMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKU COOOIICHUH C ONPEIeTICHHBIX aIPECOB;

8. Eciu ThI cBuzeTens kubepOysuinnra. TBou nefcTBUS: BBICTYIUTh MPOTHB IIPECIe10BaTENs,
[I0Ka3aTb €My, YTO €ro JEHUCTBHs OLICHUBAIOTCA HETATUBHO, IOJIEPKATH KEPTBY, KOTOPOU HyXKHA
MICUXOJIOTMYECKask MOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO IMOBEJCHHS B CETH.

MoOniabHbIi Te1edoH

CoBpemeHHbIe cMapT(OHBI U IJIAHIIETHI COJIEPKaT B ceOe BIIOJIHE B3POCIbIA (PYHKIIMOHAI, U
TENepb OHU MOTYT KOHKYPHPOBAaTh CO CTal[MOHAPHBIMU KoMIlbloTepamu. OHAKO, CPEACTB 3alIUThI
JUIST TIOAOOHBIX YCTPOWMCTB TIOKAa OYEHb MaJlo. TeCTUpOBaHHWE W TOWCK YSI3BUMOCTEH B HHX
MPOMCXOUT HE TaK MHTEHCUBHO, Kak /s 11K, To e camoe kacaeTcs 1 MOOMIIBHBIX MTPUIIOKEHUH.



CoBpeMeHHbIE MOOWIBbHBIE Opay3ephl YK€ MPAKTUYECKH JOTHATU HACTOJIBHBIE aHAJOTH,
OJIHAKO pacmupeHue (yHKIHOHATa BJeYeT 3a CcOOOH OOJBIIYyI0 CJIOKHOCTh W MEHBIIYIO
3aIUIIIEHHOCTb.

Jlaneko He Bce MPOW3BOAUTENN BBIMYCKAIOT OOHOBJICHMSI, 3aKPHIBAIOIIUE KPUTHYECKUE
YSI3BUMOCTH JIJIs1 CBOUX YCTpPOMCTB.

OcCHOBHBIE COBETHI JIsl 0€30MMaCHOCTH MOOMIIBHOTO TenedoHa:

Huuero ne sBmsgercs IMMO-HaCTOAIIEMY OCCILIaTHBIM. By,[[]: OCTOPO’KCH, BCAb KOTOa Tebe
npeaiararoT OecIuTaTHBIN KOHTCHT, B HCM MOT'YT OBITE CKPBITBI KaAKHUC-TO IIJIATHBIC YCIIYT'U,

Hymaii, npexne yeM otnpaButb SMS, dhoto unu Buaeo. Thl TOYHO 3HAEIIb, TJe OHU OYAYT B
KOHEUYHOM utore?

Heo6xo11mMo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO CMapTQOHa;
Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JUIsl MOOMJIBHBIX TeNle()OHOB;

He 3arpy>1<al71 MNPUITOXKCHUA OT HCU3BCCTHOI'O HCTOYHHKA, BCAb OHHU MOIYT COICPKATb
BPE€AOHOCHOC IIPpOTrpaMMHOC O6€CH€‘I€HI/IG;

[Tocne Toro kak ThI BBIAENIH C caifTa, IJi€ BBOAWJ JIMYHYIO HH(OpPMAIHIO, 3aiau B
HACTPOWKH Opay3epa u yaanu cookies;

Hepno;u/lqecxn HpOBepﬂI\/'I, KaKHC IUIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOCM HOMCPE;

JlaBail cBoil HOMep MOOWJIBHOTO TejepOoHa TOIBKO JIIOASIM, KOTOPBIX Thl 3HAElIb U KOMY
JIOBEpsICIIb;

Bluetooth momkeH OBITh BBIKIIIOUEH, KOTJIa Thl UM HE MOJb3yembcs. He 3a0wpiBaii mHOTIA
MIPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbBIE  OHJIAWH-UTPBl - 3TO  KpAacoO4HbIE, 3aXBaThIBAIOLIME  Pa3BJICUCHUS,
00BEAMHSIONINE COTHU ThHICSY YEJIOBEK M0 BceMy Mupy. Mrpoku ucclieayroT AaHHBII UM MHp,
OOIIAI0TCS IPYT € JIPYT'OM, BBITOJHSAIOT 33JaHUs, CPAKAIOTCSI ¢ MOHCTPAMH U TOJY4YaloT OIBIT. 3a
yI0BOJIbCTBUE OHHU IUIATAT: MOKYHAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM MPUOOPETAIOT KaKue-To
OIILUH.

Bce ot cpeacTBa uayt Ha NoJJiep:KaHUE U pa3BUTHE UIPbI, a TAaKXKe Ha caMy 0€30MaCHOCTB!
COBEPILEHCTBYIOTCSI CUCTEMbl aBTOPU3ALMH, BBITYCKAIOTCSI HOBbIE MaT4yX (U(PPOBBIE 3aIIATKU JUIS
IpOrpaMM), 3aKpbIBalOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX HUrpax CTOUT OIaCaTbCs HEC CTOJIbKO CBOHUX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHAa CUCTEMaA aBTOpHU3alluN OONIBIITMHCTBA urp.

OCHOBHBIEC COBETHI 110 0€30IIACHOCTH TBOCTO HUI'POBOI'0 aKKAayHTa:

1. Ecnu npyroii urpok BeseT cedst I10Xo WK co3AaeT Tede HeMpUsATHOCTH, 3a0JIOKUPYH €ro B
CIHCKE UTPOKOB;

2. Iloxamyiicst aAMUHUCTPATOPaM HWIPHl Ha IUIOXOE MOBEAECHHME 3TOIO0 MIPOKA, JKEJIATEIbHO
IIPWIOKUTB KaKUE-TO JOKA3aTeIbCTBA B BUIE CKPUHOB;



3. He yxa3pIBaii TMuHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaili HeopHuIMaIbHbIE TATYN U MOJIBI;

6. Mlcionp3y#l CIOKHBIE U pa3HbIE MTAPOJIH;

7. Jlaxxe BO BpeMsi WIphl HE CTOMT OTKJIIOYaTh aHTUBUpPYC. [loka Tkl urpaemb, TBOU
KOMITHIOTEP MOTYT 3apa3uTh.

OUumUHT WA Kpaka JUYHBIX JTaHHBbIX

OOBIYHOM KpaXkel JeHeT W JIOKYMEHTOB CErOJHS YXe HHKOTO HE yIWBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3TOYMBIIUICHHUKH TIEPEMECTHIINCh B HHTEPHET, U MPOIOIIKAIOT 3aHUMAThCS
"IIF0OMMBIM" IEJTOM.

Tak mosBuiIack HOBas yrpos3a: HHTEPHET-MOIIEHHHYECTBA WM (UILMHT, TJIaBHAs Ielb
KOTOPOTO COCTOUT B TOJy4YeHHH KOH(MWICHIMAIBHBIX IaHHBIX MOJbh30BAaTENEH - JIOTHHOB U
naposnieil. Ha anrmmiickom si3pike phishing untaercs kak ¢uummer (ot fishing - poiOHas 0B,
password - mapoJib).

OcHOBHBIE COBETHI IO OOPHOE € (PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. ECIi ThI 10/103peBaeliib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HEOOXOIMMO 3a0JIOKUPOBATh €€ W COOOIIUTh aIMHHHUCTPATOpPaM pecypca 00 ITOM KaK MOXKHO
cKopee;

2. Ucnonp3yit Ge3omacHbie BeO-CAThI, B TOM YHCIIE, HHTEPHET-MAara3uHOB M TMOHMCKOBBIX
CHCTEM;

3. HCHOJ’ILBYﬁ CJIOXKHBIC W pPA3HBIC IIAapPOJIH. Takum 06p330M, ecau TeOs B3JIOMArOT, TO
3JIOYMBIIIJICHHUKH ITOJIy4YaT JOCTYII TOJBKO K OAHOMY TBOEMY HpO(i)I/IJ'IIO B C€TH, 4 HC KO BCEM;

4. Ecnu TeOst B3MOMali, TO HEOOXOAMMO MPEAyNpPeIUuTh BCEX CBOMX 3HAKOMBIX, KOTOpPHIE
J00aBJICHBI ¥ TEOS B IPY3bsAX, O TOM, YTO TEOS B3JIOMAJM U, BO3MOXKHO, OT TBOETO UMEHH OyAeT
pacchUIaThCs CIlaM U CCHUTKU Ha (PUIIMHTOBBIE CAlTHI,

5. YcranoBu HaznexHbli napoib (PIN) Ha MoOunbHbIN TenedoH;
6. OTKIIIOYM cOXpaHEHHe maposis B Opaysepe;

7. He otkpeiBaii (aityibl U Apyrue BIOKEHUS B MUCHhMAaX, JaKE €CIM OHU MPHIILIA OT TBOMX
npy3eit. Jlydie yrouHu y HUX, OTIPABIISUIH JIM OHU TeOe 3Tu (hailiibl.

Hudposas penyranus

Hudposas pemyranust - 3TO HEraTWBHAs WJIM MO3UTHBHAs MHQOpMalus B CETH O Tebe.
Komnpomerupyromas uHpopMmaius, pa3MmelleHHass B HHTEPHETE, MOXET CEpbe3HbIM 00pazom
OTpa3uTbCs Ha TBOEH peanbHOM ku3HU. "Lludposas pemyranus" - 3T0 TBOH HMHIXK, KOTOPBIH
bopMmupyetcs u3 uHGopMaIuu o Tebe B UHTEPHETE.

TBoe MecTo KHUTCIIBCTBA, y‘-ICGBI, TBOC (I)I/IHaHCOBOC TTIOJIOXKCHHUC, 0COOEHHOCTH XapaKkTepa u
pacckasbl O OJIU3KMX - BCE OTO HAKAIlJIUBAETCS B CETH.



MHorue MNOAPOCTKU JIETKOMBICJIEHHO OTHOCATCS K IyONMKAalWMU JUYHOW HH(OpManuu B
WuTepHeTe, HE MOHMMAasi BOBMOXKHBIX MOCHeNCTBUN. Thl Ja)ke HE CMOXKEIllb 10TaJaTbCcsl O TOM, YTO
dororpadusi, pazmerieHHas 5 J1eT Ha3aJ, cTajla IPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommMmenTapuu, pasmemienne TBoux (ortorpaduili u npyrue AeWCTBUS MOTYT HE HCUE3HYTb
Jla’ke TI0CJIe TOTO, KaK Thl MX YAAJIUIIb. Thl HE 3Haelllb, KTO COXPAaHHJI 3Ty UH(OPMAIIHIO, MToTIana JH
OHa B IIOUCKOBBIE CHCTEMBI U COXPAHWJIACh JIX OHA, a TJIaBHOE: YTO MOAYMAIOT O TeOe OKpYyKarolue
JIFO/IM, KOTOpPble HAWAYT M YBUIAAT 3T0. HaliT mH(OpMaIMio MHOTO JIET CIyCTS CMOKET JIF0O0OH -
KaK U3 100pbIX NOOYKIEHHH, TaK U C HAMEPEHUEM MPUUMHUTDH BpeA. DTO MOXKET ObITh KTO YT'OJTHO.

OcHOBHBIE COBETHI IO 3aIIUTe U(POBOI penmyTanuu:

1. Iomymaii, mpexkae 4yeM UTO-TO MyOJUMKOBaTH M IepenaBaTth y ceOst B Oiore wiM B
COIMAIIbHOM CeTH;

2. B mnacrtpoiikax npo¢uisi yCTaHOBH OTPaHUYEHHUS Ha MPOCMOTP TBOETrO MpOQuis U ero
COJIEP’)KUMOT0, ClIeai ero TOJbKO "[UIsl Ipy3en';

3. He pa3memaii 1 He yka3piBaii WH(OpMAIHIO, KOTOPask MOXKET KOTO-IM00 OCKOPOJISITh WIIH
00MXKAaTh.

ABTOpCKOE NpaBo

CoBpeMeHHbIE MIKOJIBHUKU - aKTHBHBIE MOJb30BaTENN HU(POBOro mpoctpaHcTBa. OmHAKO
JTAJIEKO HE BCE 3HAIOT, YTO IOJIb30BAaHHME MHOTMMHU BO3MOXHOCTSMHU LH(ppoBoro mupa Tpedyer
COOJTIOJICHHS ITPAB HA MHTEIJIEKTYaJIbHYIO COOCTBEHHOCTbD.

TepMun "WHTeNUIEKTyanbHass COOCTBEHHOCTh" OTHOCHTCA K PAa3IMYHBIM TBOPEHHSM
YeJI0BEYECKOr0 yMa, HaYMHAasl C HOBBIX M300pETEHUI U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh Ha
MNPOAYKTHI U yCIYTH, U 3aKaHUMBas KHUramu, ¢ortorpadusMu, KUHOQUIBMAMH U MY3bIKaJIbHBIMU
IIPOU3BEACHUSMH.

ABTOpCKHE MpaBa - 3TO IpaBa HAa MHTEUIEKTyaJIbHYI0 COOCTBEHHOCTh HA MPOU3BEIACHUS
HayKH, JIMNTEPATypbl U MCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KA4€CTBE TapaHTUHU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUI TPyl aBTOpa He OyaeT HampacHbIM, JacT €My CIpaBeJIMBHIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTaXx CBOETO TPyJa, MOJYYUTh M3BECTHOCTb U INPH3HAHUE.
Hukro 6e3 paspelmieHusi aBTopa HE MOKET BOCIPOU3BOJUTH €ro MPOU3BEACHUE, PACIPOCTPAHSATH,
nyOoJIMYHO JIEMOHCTPUPOBATh, TPOJaBaTh, HUMIIOPTUPOBaTh, IyCKaThb B MPOKaT, IyOJUYHO
UCIIOJIHSATH, MIOKa3bIBATh/UCIIONHATE B ApUpe Win pazMeniath B IHTepHeTe.

Hcnonb3oBanue "MupaTrckoro" MNporpaMMHOIO 0OecreueHHs MOXET NPUBECTH K MHOTHM
pUCKaM: OT NOTEepPH JAHHBIX K TBOUM aKKayHTaM 10 OJOKHMPOBKHM TBOErO YCTpPOMCTBa, TIJe
yCTaHOBJICHA HellerajbHas nporpamMMa. He ctout takke 3a0bIBaTh, YTO CYLIECTBYIOT JIETalbHbIE U
OecrIaTHbIE IPOTPaMMbl, KOTOPbIE MOKHO HalTH B CETH.

O nopraJe
CeteBU4OK.p( - TBOM TJIABHBIM COBETYHK B CETH. 37I€Ch Thl MOXKEITh y3HATh 0 O€30MaCHOCTH B

CEeTH MOHATHBIM U JOCTYIHBIM SI3bIKOM, a MPH BOSHUKHOBEHUH KPUTUYECKON CUTyalluu 00OpaTUTHCS
3a COBETOM. A Takke MPHUHSATH y4acTUE B KOHKYpPCaX U CTaTh CaMbIM LIU(PPOBBIM IpaKTaHUHOM!
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